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Abstract: With the rapid development and extensive application of the Internet of things (IoT), big data and 5G network
architecture, the massive data generated by the edge equipment of the network and the real-time service requirements are
far beyond the capacity if the traditional cloud computing. To solve such dilemma, the edge computing which deploys the
cloud services in the edge network has envisioned to be the dominant cloud service paradigm in the era of IoT. Mean-
while, the unique features of edge computing, such as content perception, real-time computing, parallel processing and
etc., has also introduced new security problems especially the data security and privacy issues. Firstly, the background
and challenges of data security and privacy-preserving in edge computing were described, and then the research architec-
ture of data security and privacy-preserving was presented. Secondly, the key technologies of data security, access control,
identity authentication and privacy-preserving were summarized. Thirdly, the recent research advancements on the data
security and privacy issues that may be applied to edge computing were described in detail. Finally, some potential re-
search points of edge computing data security and privacy-preserving were given, and the direction of future research
work was pointed out.
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THAIEARZE) Merkle B 7 45 ¥ >k ot A7
R IR o SCHER[3S]8E— 20 ceidE 17 Xk P 5 5 4%
27798, T TPA IR 11 8% . Yang %P0
AT T I I R U FROR (RDA) &
M TESEEE, AR T 388 AL,
BEJSFE T — AN R R 1B U
Wo J7 Z R H B AL H A XM v R 1 A
g5 A7 SoRARBEN LIRS B, SEILBE AL LR
RN TT Ry e, SIS PR i F 4t & w4k,
FE2e 7% TT EAEBENLIS PSS T 1 22 4 PRk
). Sookhak C7ESCHR[36]MIERE_F4- Tl
TR AR R =R RDA HR, SEEL T &b
PITHSEREAT A o 2 CE A — i T KR
PR BS54 DCT KA R S b 2 )
AEAREAE, wadA L BSCRIMIR, TANT 2T 2
AN S SCHR[38VEN X B 8l & i e 25 h T B
BE A, TR T 2 MR g B AL OR s
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R SRRSO . BEA B T A
L/ B ERREA T, SCRHAR MO B 2 AT B 42X
BV EARER, T2 EAMU I Sy, H
1R ST o SRR A 2 B ALK 2
P24 BIRT o SCHR[38TE — A0 JEAt U LA T4 RE
i/ Merkle HFIR AR S5 #4>k ol JEmE s
(R 2544 ERAYE,  DASCRE B B TH R B A H4E
HPnRe A U (PDP) 25— P L Hod £5 4 1k
MR ORAE R S8 B J T E 73, AR AT s 3R
R R R LG ) P e S, G T A
MR A B AE o EERIXAN )8, Lin 260%)
RS U EIAET MR T 2 R sl B v Fe A 1
UEBH % (MPDP), o A4t T U8R 110 5000 25
FIRSCRE SN S B #RAE, [RIN 454 BLS B4 715
SR AR AR SR . K2 NTR
Moy, BRIk NS, Ry R
PEEE DT IR IR AR PR TT 24T T K4S
3.3 WEREME

ARG =t SaAry, T e SE I 4
PP [ I B I 2 s B2 VR R, F P AR A SR FH Ao
77 K ST I B AL B =TT m RS (R
P S BT AT A B I A G SR, Fss
8 B0 2 i i 55 44 1) %85 S0 B AT 4 R AR AE N
Ml o T YRR R, AR % (SE,
searchable encryption) Wiz ii4:, SE wJ LAfR £ s
(RFARE PR R AT IV, I SCRP 088 SO0 1) & ) 5 A
Ko R, Rt HEt, P SO s
WPl s B St Frpo sl kg5 4, )
R B 2 A Gt S R H P BE AT AN R
BT AR T S0 A SO [n) R T LA
ENE R, AT R s AR KRR, X
2% Wi iy 1 THT ) A0 1K 9 R 3 vk B U S

I, T AR S 2 B o, vt M R
T G I SR R FA R R W R I 7 E 2 —
AN ST 5
331 wAEHLTHEWE

GZAAHE A RS R G — 8 AR DG BE
M) ClnSGBr Ai) AR A RIRM G . 24
HEZ R Em T REMEHNE, fFEUs%iHIEE
TR B ALK DA R S BR 7 5K

Wang e FR T 22 0% (SSE) 3L
IRV T — R HER X AR AT R 2 (RSSE)
SR I OB AR R I 1) 8 15 | SR ke i 1 Gt
T 5B SCEAR Z M AR R, SCEL AR T e
He R desh, SCEILBE T R
45075 OPSE (order preserving symmetric encryp-
tion), X 2 (K R 5 Bl SR R R FH P 1) ks e
A, A AR FH i (] 48 28 45 B AT 56 . Cao
AR SRR [401 O FER L, 18 T —Fh 2 R T
HEA R EE (MRSE), %5775 B8 1 I G I
JF IR RIS A, 8 A % OB S
VHULHEC” A AR A S &, SRS W] fig 2 H L FC LA
AR E S SO 5 R OB AR G, RN 455
“HFAILE CGinner product similarity)” X AHICME
AT E TN (A —42ME, Bk 2 By £%im
44 R AR BALH RS, M RGN HET 2
(NI S HE g V& AN ] (9

RSN estt =TI EL e I IR E gy E A P
Li S5 E BB 2 VSRR, R IR SCHR[41]—FE
A SGHE TV, I K il (K-NND HAR S
TR I ERE TR RS E ST e a1
KRG (EMRS), HAMELRUF LR [F] 45 SR R HERTE
E LT I P S e
N, KM E i (blind storage) FRZ0KFEIE %R H

x2 WERTEBEFRITAEESILR
s Ji% BRI 15 A AT
A A TAIESS . BENLIERD oy . o
RG34 HEEEOE R R R R ggz}é;;ﬁ%@mﬂ it Mo RS
TES) A AT R e O O g A T tE i
CHKGBE AT EARGESAN R R A St A R
THBT) A SRR TR AR KRR A M
" o B TRME AR OB s MHE . BARE
SCHR[38] b e TELR/ B £k 25 44 T7 1 B il i AT =
THRBO] AT B A FTRFATEEY. BLS 5 o ocipn AT R
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PRI AR, SEOLBE AL PR, 5 T ( B
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332 ATRMGTH L E
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AR R U ) SRS ) OGBS R R G, A A
JE T[] SR W (92 AT 1 A Bl I % B i R A )
B, SEPLAIRE AE RAE 1SCHRIA S
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T 2 B KT 3 O R,
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RS HRAR P BRI A S 3 1 iy, SRR AR

2014 4, Zheng 255051 [ 7 14 2R i) 7k
TS, BB —NRAH N EAEE. SR
IOUFIX 3 RINAe AR, an ] fRIFIX 3 K Thfe
BCRR IR IE AT, 3 0 T — P T S0 E (19 3% 1 s 1
AT RN 77 % (VABKS), &5 & R
HH T A7 3 MR U7 ) 42 o) SR s 458 1 G A T 2
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AMILE RS %, HFRENE IR 25 IR 45 5% 2 15 RE %
VR Aff b R AT P 2R A A RN R 1] 48 SR ) IE A o R4,
Liu 2518 Y VABKS 75 % 189 52 FH 1k 10 850, LAyt
7 1 W JFUE T A U7 S A E T . BRI A ]
A, VEEE T R I T S S i 1 Ok
IR TR (KP-ABKS), AN ig v 24 fE
TR Ae S e R, FLR A R 2 4 O
TR B

2016 4, Sun ZWEE T FAMUBRE T2
AT A 3 B AR 2 A HHE A R 3
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A 0 B T Re 3 TR O A R Ty
% (ABKS-UR). 1% 7 ZHAT S 1 - s D ie
SEILT AT RE AR B I R AL, BV 2 AN
JIT A BT R L n 2 A AMaL s 2 IR S5 2, L

P A I T LA i A R R, iAo T4
ST AENR o R, 5 AR o A
% (lazy re-encryption) FZAKE FH 7 U A H 1) 30
B AR G548 . B o uE Bl T 1% 07 EREEHK
333 EAHBHELIYG TR E A

LR A2, 7S B 1R 0 25 £ 48 & 7%
o, BOSCEARET RSN ARSI R
T3 AEAORT ] 7 5 SO R, %% SCEE 20 i i B
e fs, MEEEFMEMRER. SZHX,
B A TR N 7 5 Re A R R SO 1
PRECE niAE, AFRE RN RE SRR [H
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Kamara 2L X FRATE R % 7% (SSE)
HIRGE TSR IN# (DSSE) B,
FVF Al — AN B A (0 0 2% 2ol SO B0 i 25 4
by FESCRRAE M SO BT OB TR, ST
DSSE [—/N™ kg At e S R UE N k¢
f st (CKA2), JFghii THERIERE . %07 30l
IR 1 AR I 2R 5 | S5 R R S s T, A
MHIBR BRI, w2, g BRI R £
2 FIURH IV 110 T8 7 2 R DT o A7 4 ) o % S ) A
FREr, HEMTSEIRPOE M R 2Lk, HRAE o RE )
SRR IR A AR RS e,
ok 5 2R A B A A 1 75 ) 28 45 8 ke S I B
BTSN . DSSE fEi & CKA2 22411 [A]
PR LA B T D RE, (R R R AR
fers AELASEIN, I HLAE S s I AR v i itk B A
B B REL,  SCRER[49]H 51N IR T2 B R R 51
45ty, $2H 7 DDSE [WHATSEIM 7, HIEAT I
) 5 e 2% 4 B o s LG, A DSSE fgf% 347 2 Ak
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Sun 250U T A R T AL PR B
FIRITE (VCKS), %7 Z A SRR ok
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S5 BUEHLE RV P I RAT 5 RIS =I5
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0] DL FH R P Bl St 53 00 4% 5 AR A S DAk 2540
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KW R 5] g “ Dr0 iR B R (greedy
depth-first search)” Sy R PE A 2 2 B - HE
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IR R A, R ORAIE T 2R 5 RIHE 2R m) Z W] 1
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AR F IR ITE (DABKS), ¥ E
nE (PRE) MM#EILETTHE (SSS) M4id, %
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334 THEAREZEWE

2010 4F, Shao P M4CHIFEIN% (PRE) J7
FHEA R TR IBER AN J7 % (PEKS,
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4t Diffie-Hellman {fi% (DBDH) FIBHAHLTH 5 LK
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FEAE 2 TH SRR B P 2581 TR N FH S8

2012 4F, Wang PR SCHRIS310 TAEERE 1,
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I T I — 0% 3¢, CPRE-CKS W RETE i 4
TR N OB I R S, A SRR O Y
R FE PR FHE R . SCIR[54118 45 H T2 T
KU 0 B R 3E T7 %6, FRAEBENL TS HLBE Y Tk
T %07 122 4P . (B CPRE-CKS J7 £ IR B
70T 30 993k B % S MGt e 1 (wCCAD .
BEX XA 22 4 1 7] B, Fang 250 Mg 4% A B E n
FEHLHH AT R IMENEIAL S, BT —
Pl SRR R AR % TR
(C-PRES). i SR8t 7 44 77 sUSE L 177 &=
IRPE R Bt .

2014 4, Shi 25U T — R RFCHE AL R
1@ AL N % 7% (ABRKS), K& P hn%
(ABE) FMRELE % (PRE) #H&S G, LDAANRLSE

(v i el 7 AT Gk I8 R . hAh, S0
i T ABRKS 7£ CP-ABE il KP-ABE " [{) /AN [F] #4) it
J7 %, I HAEBE AL S HLAR B R o 3K 2 4 M
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34 MRABRRE

ZE EFTIR, BN BA N RAE S R H A A
oh R e AR TR I . ARG
NG HIREEN, WAL SN Iy & 5 st
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FEN A

1) R TR e AR L2 5 2558
PEDREE AT TR 2 ) A 0 2 A Y 0 2% EE e,
WA TR SE SRS HRAE I 0 A X 2 A7 i
F YR IE A A B W 4 3 2 4 5 s Rt Z TR TR
[ P A — A T A L

2) (EEE e R U T, — AN E T H
(IAE T 55 A5l o T 2y i 1) [ B RS TT e 88 vy o o
BORIEBRARICUE T RS« LK, WE LR 2 I i3
0 F0 B 2 H s B 1 o6 S U O R O R
KA FEE R

3) {ERTHRRINE T, A, W AE o A A
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R RN G HIRE R — AN AT U g
R, AT A 2 4 22 T JL g T SEI AR R 4 2R
BBR ], A HAEE PRGN 2 R
BRI, PRIFS R RS . B)a, Xt
TGt S 3 A 2% SR AR, G v
oy 2 4 2R | A LA T 0 905 52 B 1) IR 8 3 5
2 UL R 23 A KT 8 2 0 % B R — A R A i
Y )

4 BHIANE

A E RIS 2Rk, S
H¥ (K IRas S i MRl s 2 4L we) |
R55 CREAUNL. Hl A ds) RGO (2 dm 5k
Tl et . LS O A DB . PRI,
LG IS — T 2 AR ARSI 0 A A L5
ARG AERXMERMZIMIFIENXT, AMUFHE
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WA — AN BT R
4.1 B—imAMEMIAIE

P —{E AT 3N 119 B DUE 32 B T g A
SEPRI B3 43 BO ) R, 25 SR B S B I A
122 A NUEA RERE SRIAZ it AT S A5 R %S . BB
FUPIRNTTE, Wik BA BRRA LR R PE 1) S O A IE
BRSO BT RS A

2015 £, Liu ZPHRH TRk TR R
R FAP T IAIE Y SAPA, [RIHER T =t i
RERA TR) 8. 1% 7 e Jm sk [ 44 1 [ 1 SR DT RCATL A1 S 20
Ui IR PR FIFE 52, [i] B R FH 3 1 i ek 1 e 42 TR L
Sk BRI P A B v I BRR T 22 FH P 2 [l 4k
P M AR o ok S . AT

SAPA [l 414G (UC) B, UER] T SAPA [HIE
Btk A, SCER[S8]TE /A 3 2 M 55 IR 85 4 1
T PRI BRFAME 2 B E T &, etk
TR LR B0 R SR B A BEAL A B IEAh,
G EIR A EAAE . . A ESAAR
B EEPE. 2016 4F, Jiang 5P S Bk[58] ()5
FARHCPUIR S P UL ) O Xeits, BT mT LAGY
TEAT A AR 25 B AL 7 T P AT B UIE, TR AH
HANUE SRS, IR T B ot a
Wo [, He 2510825047 T SCHR[58] S 43 IA
W EMARRZ A, F5 % RAAUASREHEHI 04
1Yy, i LR AR AR PR B R e e g

PEHUH S S0y, ATSREOH P AL . gt
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TR T AR AL B IE T & 1T SR
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BR[6415T %45 kIAL P2P IR T — e T )@ MK
WIEBZAHESL, ZAE SR A& PR UE F5 04340 Xk 4
RS RGE, RACEALSE P2P 4 th AN HIE P R 1]
FEHIFVRIGAENLE], FefESBLR TG e fk
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.
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SEIL T AR RS 24 PR RN I B ERTE o (RO H
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